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INTRODUCTION

Network and information security is crucial to computer networks and software
applications. While the network security is a critical the requirement for the
development of computer networks is a major disadvantage the methods of protection
that can be easily implemented. There are many types of attacks and corresponding

methods of protection.
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10T AND CYBER-PHYSICAL SYSTEMS

= Industry 4.0's technological foundation is based on intelligent, connected,
embedded and digitally integrated systems that greatly assist the automation and
autonomous management of production processes. Major role of the fourth
industrial revolution are the Internet of Things (loT) and Supervisory control and

data acquisition (SCADA) systems.

* AspenTech -~ Aspen DMCplus, etc.

* Invensys Wonderware
* GE IFIX, Fast/Tools Yokogawa etc.

| * Emerson Delta V, Honeywell Experion
= Yokogawa Centum, ABB Bailey, Invensys Foxborao

* Invensys Triconex
* Delta V SIS, Yokopawa Prosafe, Honeywell 15, ewc,

* Modicon PLC, Mitsubishi and Siemens PLC, etc.
* Mark V/VI, CCC, Bentley Nevada, etc,

-  « OMNI

SARTISSEEIS I = FloBoss




SOME SECURITY PROBLEMS
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Analysis of the Problem

Based on a study, typical problems with the industrial
Internet of Things can be defined as:
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Third party software / hardware based attacks

Considering the ecosystem of the

Industrial Internet of Things, the most
common attacks come from gaps from
third party software / hardware.

Proprietary/own system
m 1-4 third party solutions
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CONCLUSION

= Given the various aspects of the industrialized Internet of Things and the possible
security issues outlined above, it should be noted that there are three main lines that
need to be addressed in symbiosis:
= The organization must develop a vulnerability and risk management policy to deal with
potential irregularities and must do this periodically
» Implementation of endpoint security methodologies based on the secure-by-design
approach
= Use of tools for managing, detecting and identifying relevant industrial assets, including the
use of IDPS monitoring and analysis systems and life cycle monitoring of different industrial
actors

= Future work - As part of a project to study the security of cyber-physical connections in
the context of computer networks using next-generation methods, this article provides a
basis and beginning of the essential work to create a conceptual fashion for the
protection of industrial systems
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