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Introduction

o An Internet of things (IoT) system consists of several interconnected devices that can
communicate with each other with minimal human intervention. Security 1s one of the major
concerns 1n the IoT framework as IoT devices can be easily targeted by attackers for
performing malicious activities.

o For ensuring the security of an IoT framework various techniques have been developed,
Intrusion Detection and Prevention System (IDPS) is one of them.

o IDPS detects intrusion and take timely measures to prevent them from occurring.

o The detection of abnormal behaviors in the networks such as penetrations, break-ins, or any
other form of suspicious activity is called intrusion detection.
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Objective

> To reduce the number of features using bio-inspired algorithms.

° To reduce the computation time taken by IDPS.
> To maximize the accuracy of IDPS.
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[iterature Review

> An Effective Feature Selection Model Using Hybrid Metaheuristic Algorithms for IoT Intrusion
Detection [3]:

o The proposed the FS using the bird swarm algorithm(BSA) and gorilla troops optimizer (GTO).

o However, the hybridized GTO-BSA takes more computation time in detecting optimal features
compared to other approaches.

> Augmented whale feature selection for IoT attacks: Structure, analysis and applications [4]:

c  Whale optimization (WO) algorithm, with modified using transfer functions is proposed for the FS of
[oT-based IDS.

> The proposed system's performance is better than other similar approaches.

> However, the proposed work does not outperform for all datasets in term of specificity, and false
positive.

> PSO-Driven Feature Selection and Hybrid Ensemble for Network Anomaly Detection [5]:
o The work proposed an anomaly detection system based on ensemble learning.
o The optimal FS from the network traffic are performed using the PSO algorithm.

o Afterward, the hybrid ensemble method 1s used for the classification of reduced data using gradient
boosting machine (GBM), and bootstrap aggregation.
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[iterature Review

o Intrusion Detection System for IoT Based on Deep Learning and Modified Reptile Search
Algorithm [6]:
> FS done by reptile search algorithm (RSA) for the IoT-based IDS is proposed in this work.
o In this paper, first, the features are extracted using deep learning-based CNN.

o Afterward, RSA is used for selecting essential features. The performance of a system is evaluated
against multiple datasets. However, the RSA has slow convergence speed.

o A Feature Selection Based on the Farmland Fertility Algorithm for Improved Intrusion
Detection Systems|[7]:
o Authors uses a binary form of farmland fertility algorithm for essential FS.
o Here, a V-shaped function is employed for converting the continuous space to a binary one.
o The proposed system is evaluated against UNSNB15 and NSL-KDD datasets.

o Furthermore, to improve the accuracy of proposed work multiple classifiers such as DT, SVM, and
KNN are hybridized.
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[iterature Review

> Feature Selection Methods for IoT Intrusion Detection System: Comparative Study [8]:

> They performs the comparative study of bio-inspired algorithms including SSA, GWO, WO, HHO,
used for the FS task of IoT based IDS.

o The binary and multiclass classification of network traffic is done using the naive bayes and KNN
classifier and their performance are compared against the BoT-IoT dataset
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Methods

Harris Hawk Optimization : During exploration, the hawks perform a global search for prey, searching for
specific locations and constantly observing their environment.

> The update of the hawk's position 1s dependent on either their family members or random searches in the
population area. This process can be mathematically modeled as follows:

Hynq (it) — mn3|Hppg (it) — 2rny H(it)| if g = 0.5

Hyy (it) — Hiean (it) — mns(LwB + rng(UpB — LwB)) if q < 0.5 (1)

H(it+1) ={

where H (it) is the current hawk position, H(it + 1) is the hawk position in next iteration.
N3, TNy, TNg, TN, and q are all random numbers. The target position that the hawks are trying to reach is
denoted as Hy,-(it). Hyeqn (it) is the hawks mean position, which is calculated as-

. H;(i
Hipean (it) = Zliv=1 _IE,lt) (2)

where N is the total hawk population.
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Methods

> The exploration to exploitation transition in HHO is usually described by the following equation-

it
Esy = 2E; — (1 - Maxit) (3)
where Es,, 1s escaping energy, E; is initial energy, ‘it’ is current iteration. Maximum iteration is denoted by

Maxl-t.

Exploitation: During the exploitation, the hawks exploits the prey using different attacking strategies,
which includes-

o Hard besiege- In this strategy, prey is exhausted and does not escape successfully.

> Soft besiege- In this strategy, prey has enough escaping energy. However, hawks encircle the prey and
make them unable to escape.

o Hard besiege with Progressive Dive- Here, hawks attempts to minimize the distance between their
own location and prey location.

o Soft besiege with Progressive Dive-Prey has enough escaping energy. Hawks need to find the optimal
location to catch the prey.
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Methods

> Salp Swarm Al%orithm: SSA is motivated by the hunting habits of salps in the sea and their movement is

alike jellyfish. They form a chain while living in a group. The foremost salp in a chain is the leader, and
others are followers. Leader position is determined with the following equation-

Sy = FP; — rny[(UpB — LwB)rn, + LwB] if rnz < 0.5 (4)

Sp = FPj + rny[(UpB — LwB)rn, + LwB] if rnz = 0.5 (5)

whereSyis the leader position, FP; food position .rn,is a random number between [0,1] used to control the
mobility step of the leader. rn3 controls the SW.ltCil between two Fosﬁ;on-updatmg equations.rnqis the
control parameter that balances SSA execution. It is defined by the following equation-

ait
rny = 2e (Maxit)
> The follower position is determined using the following equation-

1 —
Sut =S =S (6)

where, S;T* is the m™ follower in n dimension.
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Proposed System
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Proposed System

IoTID20 Dataset

o Smart home devices such as laptops, tablets, Wi-Fi cameras, smartphones, and other devices are used
to generate network flow data for the [oTID20 dataset.

o These devices are divided into categories of victim devices 1.e. EZVIZ Wi-Fi camera, SKT NGU, and
the attacking devices including smartphones, tablets, etc. all other IoT devices. This labeled dataset

includes 83 features. Table 1. IoTID20 Dataset instances

Category Instances Category Instances Category Instances
Mirai 415677 DoS 59391 MITM ARP 35377
Scan 75265 Normal 40073 Spoofing

BoT-1oT Dataset

o The synthetic testbed configuration includes IoT services, analytical tools, and network platform with
attacking and normal virtual machines. This labelled dataset with over 72 million records includes 46
features and four attack categories. Table 2. BoT-IoT Dataset instances

Category Instances Category Instances Category Instances
DDoS 1926624 DoS 1650260 Reconnaissance 91082
Theft 79 Normal 477
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Proposed System

Data Preparation
o Categorical feature values are transformed into numerical values using the Label encoder function.

o Standard scaler function is used for the normalization.
o The datasets are unbalanced. Therefore, random sampling is used to make the datasets balanced.

Feature selection using hybrid ISSAHHO: The hybridization of ISSA-HHO is as follows-
o Exploration Part: The exploration part of ISSA 1s modified using exploration phase of HHO algorithm.

> The trigonometric functions with HHO exploration equations are used to enhance the exploration phase
of the ISSA.

o During exploration, the salps performs the global search without falling into local optima. Here, HHO
exploration equations are used to perform the global search.
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Proposed System

> The opposition based learning is used for the hawks population initialization. Afterward, hawks position
is updated as-

SH(it + 1) H,,q(it) — rng X sin(rngy) X|H,pq(it) — 2rn, H(it)| if ¢ = 0.5 )
l = |Hyp (i) — Hpean(it) — mng X cos(rng) X (LwB + rng(UpB — LwB)) if q < 0.5
where gy = X —it X sz , X= 2, Hypq (it) is the random hawks position obtained using opposition based
it

learning. q, rng, TNy, rns, and rng are the random numbers. H,,-(it) is the prey location. H(it) is current
hawks position.
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Proposed System

Exploitation: During exploitation, local search to obtain optimal solution is performed.

> The LeF is used to control the step size of follower salps. Therefore, the salp follower position is updated
as-

SHE =~ (SH® — SHI"™Y) + LeF (Dim) (8)
> where SH™ is the current salps position and SH/*~! is the previous salp positon. LeF (Dim) is levy flight
function obtained from equation -
o After that, local search technique is applied to avoid local optima and improve solution.

1

o r(i+g)xsin("2) \P
Lek = —=,0 =33 —(F—1
vr|B rERxpxsin(7)

o The value of § = 1.5 and ur and vr are the random values. Dim is problem dimension.
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Proposed System

Classification and Detection: The features selected as provided as input to this phase for classifying
intrusive traffic using the XGBoost classifier.

Prevention: In the prevention phase of IDPS, the system first detects and classifies any intrusive or
abnormal traffic on the network.

o If the classified traffic is determined to be normal, it is allowed to proceed through the network without
any intervention.

o However, if the traffic 1s classified as intrusive or abnormal, an alarm is generated to notify the end user
or security personnel.

> This proposed IDPS is placed before the firewall of the end user system.

° In case of any anomaly detected, rules at the firewall are updated which helps the end user to block the
Incoming
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Result-(BoT-IoT dataset)
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Result-(BoT-IoT dataset)
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Result-(I0TID20 dataset)
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Result-(I0TID20 dataset)
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Conclusion

> A new approach for FS in an loT-based IDPS is proposed by combining the improved salp swarm
algorithm (ISSA) and the harris hawk optimization (HHO) algorithm.

> To evaluate the proposed system, two IoT-based datasets, BoT-IoT and 1oTID20, are used.

> The hybridized FS method is compared against other bio-inspired algorithms such as HHO, ISSA, BA,
SSA, and PSO.

o The outcomes indicate that the proposed system achieves superior detection accuracy with minimal
computation time and selected features.

> Moreover, the hybridized ISSA-HHO-XGBoost exhibits a more rapid convergence rate than the original
ISSA and HHO.
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